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ABSTRACT

The paper presents a simple and secure QoS Quality of
Service) multicast routing protocol. The protocol can operate
in an open and insecure network environment and on top of
the unicast routing protocol. The secure QoS multicast
protocol is designed for the following goals: (1) Add security
as QoS multicast routing metrics. (2) The key distribution
protocol is both secure and robust in any open network
environment. (3) It can support group membership
authentication. (4) It can construct multicast trees with
security and QoS constraints. (5) It provides confidentiality
and authentication for multicast data transmission. This
protocol make multicast receiver be able to choose between
various service classes, each with different level of
confidentiality and authenticity in a QoS aware multicast
communication system.
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