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ABSTRACT

The high availability issue is an important research topic in
distributed file systems. The distributed file systems’
resiliency refers to the ability of the import ant filesto tolerate
intrusion. The resiliency technology seeks an active
strengthening of the systems, rather than protecting its system
infrastructure using static defensive measures such as
encryption, IDS, and firewalls. System resiliency involves the
dynamic use of replication to achieve intrusion tolerance so
that even undetected attacks do not cause system failure. The
resilient file systems can deliver crucial data the essential

properties such as confidentiality, integrity and availability,

despite the presence of intrusions. This paper describes the

resiliency approach to helping assure that the distributed file
system is robust in the presence of attack and will tolerate
fault that result in successful intrusions or other disaster

failures. Included are discussions of resiliency as an integrated
infrastructural framework, the specification of resiliency
requirements, strategies for achieving resiliency, and
techniques and processes for affording file system resiliency.
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